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Abstract

Many malicious methods exist to steal information from individuals and organization. This
study examines occurrences of phishing cases that were reported by the Anti-Phishing Work-
ing Group (APWG) between 2003 and 2008. Specifically, the items examined included the
number of phishing attacks and the number of phishing sites identified by years and by quar-
ters. The year 2007 had the highest average number of reports than in any other year, where
September was the month that had the highest humber of phishing attacks than any of the
months and years studied. The year 2007 also had the highest number of new phishing sites
reported for the years studied, where April was the peak for all the months and years. It can
be concluded that the drop in number of sites reported from 2007 to 2008 could have played a
big role in the decreasing rate in reports. Finally, other trends were analyzed and implications
about future occurrences as well as recommendations for best practices are also provided.
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1. INTRODUCTION general sharing of information. The innova-

Individuals and organizations throughout the
world use the Internet for a multitude of
reasons: e-mail, instant messaging, docu-
ment creation, e-commerce, online banking,

tion of technology demands the fastest way
of doing business or personal demands. E-
mail and web browsers have become major
ways of how people use Internet-connected
devices. According to a Pew February-March
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2007 survey, 91% of American Internet us-
ers send or read e-mail (Wang et al., 2009;
Pew, 2007). Personal and business informa-
tion along with the ability to manage it in a
safe manner is critical to a user’s online ex-
perience and general well-being. Should the
security of such information be compro-
mised, a user could literally lose everything.
Sometimes, information across these various
services and websites are so intertwined that
an attack or breach of security can extend
and lead to a complete loss of identity. The
scale of such a loss is broad in that one mis-
take can cause great chaos and stress for a
person or an organization. To their detri-
ment, the public is slowly realizing what is
happening, with regard to identity thefts.
An attacker can use a variety of malicious
methods to exploit a user. This study will
focus on phishing, a method of Internet
identity theft.

Phishing is a form of Internet identity theft
that employs both social engineering and
technical subterfuge to steal consumers'
personal identity data and financial account
credentials. Social engineering schemes use
'spoofed' e-mails to lead consumers to coun-
terfeit websites designed to trick recipients
into divulging financial data such as account
usernames and passwords. Hijacking brand
names of banks, e-retailers and credit card
companies, phishers often convince reci-
pients to respond. Technical subterfuge
schemes plant crimeware onto PCs to steal
credentials directly, often using key logging
systems to intercept consumers online ac-
count user names and passwords. Regular-
ly, local and remote navigational infrastruc-
tures are corrupted to misdirect consumers
to counterfeit websites and to authentic
websites through phisher-controlled proxies
that can be used to monitor and intercept
consumers’ keystrokes (APWG, 2008).

While the phishers develop ever more so-
phisticated attack vectors, businesses
flounder to protect their customers’ personal
data and look to external experts for im-
proving email security. Customers too have
become wary of “official” email, and organi-
zations struggle to install confidence in their
communications (Ollmann, 2008). Each of
these threats is driven by criminals looking
for financial gain, not attention-seeking
hackers (Anderson & Moore, 2007). Internet
users are vulnerable to this scam due to all

the types of hackers and ‘black hats’ out
there waiting for someone to get online and
bite down on the bait. With the click of a
button, even a high-school hacker can get
confidential marketing and strategic plans,
financial statements, and customer informa-
tion (McCune, 1998; Akerman, 2003; Koong
et al., 2008).

This subject is very hazardous for many cor-
porations due to loss of important informa-
tion that can lead the company down the
drain. Security organizations and companies
have done research and development on
anti-phishing techniques and tools. These
include basic changes in the E-mail infra-
structure to help alleviate Spam, more wide-
spread deployment of anti-Spam, anti-
Malware, personal firewall products, privacy
protection software, and stronger authenti-
cation for electronic transactions. Some of
them have good effects on decreasing the
number of phishing; unfortunately, phishing
attacks are growing both in numbers and in
complexity (Ding & Li, 2006).

2. STATEMENT OF THE PROBLEM

Billions of dollars are lost every year by indi-
viduals and organizations via phishing.
Phishing attacks in the United States soared
in 2007, as $3.2 billion was lost to these
attacks, according to a survey by Gartner,
Inc (Gartner, 2007). Phishing is an innova-
tive way of scamming individuals and busi-
nesses because of the demand for faster
uses of technology for e-commerce. People
become victimized through e-mail and web-
sites that appear to show the true content of
a particular company, when it really is just
an engineered scam created by a criminal
just to acquire users’ financial credentials.
Individuals who use the Internet to perpe-
trate crimes are called ‘black hats’ or card-
ers. Since security systems from businesses
engaged in m-commerce and e-business
tend to lag behind on new technology, black
hats go ‘phishing’ for potential victims over
the web (Koong et al., 2008). The total
number of unique phishing reports submit-
ted to APWG in January 2008 was 29,284,
an increase of over 3,600 reports from the
previous month (APWG, 2008).

Society is losing tremendous amounts of
money due to phishing and its scams. Black
hats also target foreign citizens who have
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been affected severely by phishing. Crimi-
nals, on the other hand, are improving their
methods and taking in the rewards as they
come. Although, in the past, most criminals
only aimed their attacks at consumers in
English-speaking countries, phishers have
also launched attacks against citizens of
Germany and Brazil (Sullins, 2006; Blau,
2004). This scheme is happening every-
where in the world and many individuals and
organizations are taking notice. Due to
phishing attacks across international bor-
ders, broad cooperation among various law
enforcement authorities and Internet service
providers (ISPs) are required to effectively
deal with the issue. Greater effort must be
put forth in the education of individuals and
organizations about the problem (Vijayan,
2004). People have become increasingly
aware of the pervasive threats to informa-
tion security. There are a variety of solu-
tions now available for solving the problem
of information insecurity such as improving
technologies, including the application of
advanced cryptography, or techniques, such
as performing risk analyses and risk mitiga-
tion (Bresz, 2004; Sasse, Brostoff & Weirich,
2004; Workman, 2008).

3. STATEMENT OF OBJECTIVES

The Anti-Phishing Working Group (APWG)
website located at
http://www.antiphishing.org/report phishing
.html takes e-mails from anybody who has
or had a problem dealing with phishing and
creates reports on those cases on a monthly,
semi-annually, and annually basis. This re-
search analyzed the number of phishing at-
tacks and new phishing websites reported to
the APWG for the period of 2003 to 2008. It
is believed, that since some phishing web-
sites are reported as a result of a phishing
attack, successful or not, it can be concluded
that these two metrics are linked.

Individuals will find this research useful
when dealing with the amount of phishing
reports that were received in the span that
we will cover. It should also help organiza-
tions see the outcomes of the attack through
email and websites and the level of general
vulnerability. Computer information system
scholars that specialize in malware or simply
phishing, will find this study to be valuable
in helping them understand the affects of
phishing.

4. METHODOLOGY

The targeted population of this study con-
sists of phishing attack and new phishing
website reports made throughout the world
for a period of late 2003 through the end of
2008. The data used in this study was ob-
tained from the Anti-Phishing Working Group
(APWG) via the organization’s website at
http://www.antiphishing.org. This organiza-
tion obtained their results via various me-
thods, including email submissions to report-
fishing@antifishing.org during these respec-
tive years. The data extracted from these
reports are:

1) Number of phishing attacks reported
from November 2003 to December
2008.

2) Number of new phishing websites identi-
fied from July 2004 to December 2008.

First, yearly totals of phishing attacks re-
ported and new phishing websites identified
were generated. With this, we can examine
the yearly bar graphs and quarterly line
graph and how they are skewed for each of
the information gathered. We are able to
study what the correlation is between the
number of phishing attacks reported and
how many new phishing websites were iden-
tified to link observations to hypothesize
what might have caused such trends. This
information is presented in Figures 1 and 2
(in Appendix A).

Second, the actual monthly reports were
grouped by quarters, for every year, and
plotted into a graph to examine the general
correlations and trends that may exist in the
information collected. Phishing attack re-
ports from January through March, April
through June, July through September, and
October through December were added to
make the first quarter (Q1), second quarter
(Q2), third quarter (Q3), and fourth quarter
(Q4), respectively, for each of the years.
The results are shown in Figure 3 (in Appen-
dix A). Figure 4 (see Appendix A) is similar
to Figure 3, in that same analytical tech-
nique was applied to the plotted and
graphed data, however, the data
represented in Figure 4 are new phishing
sites that were detected and reported during
the same period. Averages are included to
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illustrate a middle ground that exists be-
tween each year for each quarter.

Finally, raw monthly data for phishing attack
reports were overlaid for each of the years
studied. The average was also calculated for
the reports for each entire year. After that,
the average was calculated from both of the
averages previously computed. With these
calculations, we can observe where the re-
ports peaked and where they leveled off for
every month of each year. This information
is both, plotted and sketched into a graph to
provide two different perspectives of the
same data which is highlighted in Figure 5
(see Appendix A). The same systematic me-
thod employed in Figure 5, was also used to
calculate the average number of new phish-
ing sites identified for each month of each
year, as well as the average for each year at
its entirety. Then the average of the aver-
ages was taken and shown. A table and a
graph were also created where we can see
how the websites numbers increased and
decreased in the different months of the dif-
ferent years. This information is detailed in
Figure 6 (see Appendix A).

5. FINDINGS

Our findings are mostly drawn from the in-
formation and data presented in the Phishing
Activity/Attack Trends Report created by the
Anti-Phishing Working Group (APWG). The
data presented here was extracted from
several of the trend reports created by the
APWG. Most notably, various reports from
2004 and reports from January of each year
after that happened to contain the appropri-
ate figures required by this study. The
scope of this finding extends from November
2003 to December 2008 and will analyze the
phishing trends between months of each
year, quarters of each year, as well as an
overall year over year trend. When referring
to phishing trends as a whole, this study is
referring to new phishing incidents reported
and new phishing websites identified. It is
very important to note that the findings do
not start at the same time period. To be
more specific, the data for phishing attacks
reported start on November 2003, and yet,
data for the number of new phishing web-
sites identified starts in July 2004. The
APWG employed a new methodology around
this time, which added the number of phish-
ing websites identified as a new metric for

their reports. As of July 2004, “we are in-
troducing a new methodology, which pro-
vides a measurement of phishing activity
based on the number of fraudulent ‘baiting’
websites extracted from phishing email mes-
sages, in lieu of counting the email messag-
es themselves as presented in previous re-
ports” (APWG, 2004). For this reason, in-
formation prior to the third quarter of 2004
is not taken into account when formulating a
hypothesis.  Furthermore, all information,
with respect to phishing attacks and web-
sites reported, is included for completeness.

A phishing incident report is made when an
individual or organization has noticed that
their information security has been compro-
mised. Please note, that the base finding
clearly states that the phishing scams are
often carried out by malicious websites via
malicious emails, and that not all attacks are
reported. Many individuals or organizations
do not know where to report such an attack.
Consider that just because an attack oc-
curred, it does not mean that it was re-
ported. It is unknown how many phishing
attacks go unreported each year. The same
goes for the number of phishing websites
that go undocumented each year as a result
of phishing attacks not reported.

The remainder of this section examines the
data presented in three forms: by year, by
quarter, and by month, over the six years.
The figures, grouped in twos, each provide
different pictures where one can gather a
different set of assumptions based on the
way they flow, illustrating different view-
points or perspectives.

More phishing websites exist now, more
than ever. Phishing websites, despite a
slight 23.45% reduction in growth, seem to
have had no effect on the rising number of
phishing attack reports. From Figures 1 and
2 we can assume that there is a correlation
between the number of phishing attacks
reported and the number of new phishing
websites identified. There seems to be a
leveling off of new phishing attack reports
seen in the 2007 to 2008 period, rather than
a decline. The decline in 2008 of new
phishing websites identified, seems to be the
catalyst for this drop off. The low level of
phishing websites identified in 2004 and
2005, seen against the much higher level of
new phishing attack reports around the
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same time, suggests that people were less
informed about phishing attacks. The steep
338.53% increase in the number of new
phishing websites identified from 2005 to
2006, along with another increase from
2006 to 2007, continue to suggest that
these malicious attackers realized that
people were generally uneducated about
phishing attacks. The leveling off of
phishing attack reports could also suggest
that people were starting to become more
informed about phishing. For these reasons,
this study will not place too much weight on
the numbers from 2005.

It is also interesting to note that the Anti-
Phishing Working Group, an industry,
government and law enforcement
association focused on eliminating the
identity theft and frauds that result from the
growing problem of phishing, crimeware,
and email spoofing was founded in 2003 by
leading software security and financial
industry companies (AWPG, 2008). This
could have also impacted the initial
numbers, as this organization was still in its
infancy. It was also mentioned earlier, that
in July 2004, a shift in methodology took
place, with regard to metrics presented in
their reports. Coincidentially, the numbers
before the second half of 2004 are not high
enough to be reasonable or suitable for this
study, but are included for the sake of
presenting the reported data in its entirety.

In Figures 3 and 4 we divide each year into
four quarters. The purpose of this is to look
into more detail at the trends of each
quarter and how they relate to the other
corresponding quarters of each year. The
idea for this came from the financial
industry’s method of comparing the current
quarter with that of the corresponding
quarter of the previous years. In Q3 to Q4
of 2006, there is a large increase in the
number of phishing websites identified;
however, the number reported phishing
attacks seemed to stabilize. By this time,
newer versions of popular web browsers like
Microsoft’s Internet Explorer and Mozilla’s
Firefox and email clients like Microsoft’s
Windows Live Mail and Mozilla’s Thunderbird,
were being released with new and/or
improved anti-phishing features that helped
protect users from phishing scams. It
seems that this continued to help users of
the web, as the phishing attack report rates

took a dip in the second quarter (Q2) of
2007 again. The new phishing website
creation rates seemed to surge. In 2008,
the rate of new phishing sites identified
appears to decline while the rate of phishing
attack reports mimicked the 2007 rates
almost perfectly.

Figures 5 and 6 are present to show monthly
trends across a year, how each month com-
pares with past and future months, and the
averages of both. On average, there is an
increase in the number of phishing sites
created, month over month, each vyear.
With the expectation of late 2006 and most
of 2007, a bad year all-together for phishing
attacks, both websites and attacks seem to
be in line with each other. Spikes in phish-
ing attack reports seem to occur during the
summer and early fall of each year. Perhaps
it is not too far reaching to point out that
this is the time when young “entrepreneurs”
have time off from school and other duties.
Even though demographics of the individuals
that operate and create phishing websites
are not part of the scope of this study, it
makes sense that maybe a different breed of
“script kiddie” may be roaming the Internet
with their own malicious website. On aver-
age, one of the lower points of the year for
both attacks reported and websites identified
seems to show as the end of December ap-
proaches. Perhaps, this is when phishers
prefer to take a holiday rest.

6. CONCLUSION

It is evident that phishing reports kept in-
creasing from 2005 through 2008, although
there were minor decreases in reports in
several months. The years 2003 to 2005
had the least phishing attacks and least
phishing sites reported. The years 2006 and
2007 had the biggest jump of phishing re-
ports and phishing sites reported than the
rest of the years. It can be assumed that in
the year 2005, people were not so much
aware of the problem. Phishing, from wide-
spread public view, was fairly new at the
time and was barely starting to catch the
eyes of crime perpetrators.

Moreover, the increasing level of phishing
attacks across the years is real, but a de-
creasing rate of the reports is also evident.
Perpetrators are always innovating phishing
technology to facilitate crime or to keep up
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with new security systems implemented by
computer systems users. With this said,
ways of phishing improved from 2005
through 2007. The year 2007 had the high-
est average number of reports than in any
other year, where September was the month
that had the highest number of phishing at-
tacks than any of the months and years stu-
died. 2007 also had the highest number of
new phishing sites reported for the years
studied, where April was the peak for all the
months and years. It can be concluded that
the drop of number of sites reported from
2007 to 2008 plays a big role in the decreas-
ing rate in reports.

All phishing reports from 2005 through 2008
had a maximum point on June, decreased in
July, increased in August with the exception
of 2005, then had a decreasing slope from
October through December, and then in-
creased again in the beginning of the next
year’s first month. With this, we can sur-
mise that people are highly vulnerable to
attacks mostly in the month of June and Oc-
tober, which can also be proven as they
have the two biggest average monthly re-
ports. Individuals should be more careful in
their lookout of scams during these months
to avoid becoming a victim of crime.

7. LIMITATIONS AND DIRECTIONS FOR
FUTURE RESEARCH

A major limitation encountered while har-
vesting information about phishing are the
numerous amounts of undocumented re-
ports. This limits the amount of data that
can be analyzed to only what is available
through the Anti-Phishing Working Group
website’s data source. Many victims don't
know where to report such attacks or simply
are unresponsive to the situation. Some-
times, people ignore (or just delete)
“phishy” or suspicious-looking emails due to
the fact that they are becoming more know-
ledgeable. Others are not aware that their
information has been compromised; at least
they have not awakened any suspicions, yet.
The outcome of such limitation means that
the study may not reflect results to be accu-
rate to its entirety; still, results should de-
pict a robust and trustworthy revelation.

Future research and development is needed
to create an anti-phishing program that will
detect if the website you are accessing is

fraudulent. As for now, we should stick to
our current resources and methods to com-
bat such scams. By deploying anti-phishing
techniques and tools into e-mail systems
and browsers, individuals and organizations
can help thwart the flow of valuable informa-
tion into the hands of the ‘black hats’. Be-
coming educated about phishing and the
repercussions of stolen information makes
people understand the importance of protec-
tion. The APWG has setup the APWG Public
Education Initiative (PEI), located at
http://education.apwg.org/, in the hopes of
educating the public on phishing, its threats,
and other related online theft methods. Af-
ter all, this should have good effects on de-
creasing the number of phishing occur-
rences; otherwise, they will increase if abso-
lutely no attempts are made to try to stop
them.
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Figure 1: Phishing Attack Reports and New Websites identified (Yearly Trends)
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Figure 3: Phishing Attack Reports (Quarterly Trends)

( 125000

112500
100000
87500
75000
62500
50000
37500
25000
12500
0]

N

o

/

prd

\ -]
—
f

P

S —

.

a1l

Q2

Q3

Q4

—e—2003

—e—=2004

1,857

4,438

2005

7,055

10,460

15,065

16,194

2006

28,484

33,144

48,847

103,414

2007

64,555

124,790

91,093

83,224

2008

81,215

59,236

75,019

62,928

—Avg

45,327

56,908

46,376

54,040

Figure 4: New Phishing Websites Identified (Quarterly Trends)
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Figure 5: New Phishing Websites Identified (Monthly Trends)
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Figure 6: Phishing Attack Reports (Monthly Trends)
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