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Abstract
Understanding employee’s security behavior is required before effective security policies and training
materials can be developed. Anti-virus software, secure systems design methods, information
management standards, and information systems security policies have been developed and
implemented. However, many organizations have not been successful in adopting these measures.
Information systems research is encompassing social aspects of systems research more and more in
order to explain user behavior and improve technology acceptance. Theory of planned behavior (TPB),
which is an extension of the theory of reasoned action, considers intentions as cognitive antecedents
of actions or behavior. Attitude, subjective norm, and perceived controllability are the three constructs
on which TPB is based. Several studies have investigated subjective norm and its effect on information
security. This study reviews various research on subjective norm and information security in order to
obtain the most commonly used description for subjective norm in the area of information security.
The most commonly used measures for subjective norm are also obtained from reviewing the existing
research. Utilizing the commonly used subjective norm measures, it will be possible to develop a
method to measure and influence employees’ subjective norm positively with the goal of inducing
positive information security behavior. Finally, a conceptual model for operationalizing the obtained
subjective norm measures and enhancing information security in organizations is presented.
Keywords: information security, subjective norm, organizational security, Theory of Planned Behavior

1. INTRODUCTION
Anti-virus software, secure systems design
methods, information management standards,
and information systems security policies have
been developed and implemented. However,
many organizations have not been successful in
adopting these measures (Li, He, Ivan, Xu,
Anwar,
&
Yuan,
2014).
Understanding
employees’ security behavior is required before
effective security policies and training materials
can be developed (Li et al.).

The information system users are primary
contributors to the security of information
systems (Shava & Van Greunen, 2013; Cheng,
Li, Li, Holm, & Zhai, 2013). As users can be a
threat to security, they can also be a valuable
resource in building quality security efforts
(Abraham, 2011). However, there is a gap in
research on IS security from the socioorganizational perspective and human factors
(Cheng, Li, Li, Holm, & Zhai, 2013).
The issues impacting use of security features by
end users’ needs further research as the number
of security breaches caused by poor usage or no
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usage of security features is on the increase
(Shava & Van Greunen, 2013).
It is important to know why individuals do
certain practices and not others (Crossler &
Belanger, 2014). The underlying reasons that
individuals perform certain security tasks and
not others should be understood. Crossler and
Belanger pointed out that understanding the way
people behave in a certain way could assist
researchers in making recommendations for
solutions that address the causes instead of the
symptoms.
In order to motivate good security behavior,
factors that affect security behavior need to be
studied. Behavioral information security research
indicates that subjective norm has significant
effect on behavioral intention which greatly
impacts intended behavior (Cox, 2012; Dinev,
Hu, & Yayla,2009; Herath & Rao, 2009; Ifinedo,
2012; Ifinedo, 2014; Karahanna, Straub, &
Chervany, 1999; Mussa & Cohen, 2013; Taylor &
Todd, 1995; Venkatesh & Davis, 2000;
Venkatesh, Morris, Davis, & Davis, 2003).
Several studies have investigated subjective
norm and its effect on information security.
However, there is no study that shows what the
most commonly used description and measures
are for subjective norm in the area of
information security.
In order to operationalize the results of prior
research with the goal of reducing security
breaches, the most frequently used description
and measures for subjective norm is needed.
Having the most frequently used description and
measure for subjective norm in the field of
information security can be utilized to contribute
to security management and control.
On the theoretical side having the knowledge of
the most frequently used subjective norm
description and measurements in information
security will help researchers to investigate
information
security
behavior
in
various
dimensions such as the Internet use and
teleworking.
This study draws on previous research on
information security and subjective norm in
order to obtain a common description for
subjective norm. Then the measures used by
existing research are compared in order to
obtain the most commonly used measures for
subjective norm. Upon obtaining the most
commonly used subjective norm measures in

information security, it will be possible for
organizations to develop a method to measure
and influence employees’ subjective norm
positively with the goal of inducing positive
information security behavior. A conceptual
model that illustrates how the findings from this
paper can be utilized by organizations to
improve their employees’ security behavior is
shown at the end (Figure 2).
2. LITERATURE REVIEW
Theory of reasoned action (TRA) introduced by
Fishbein and Ajzen (1975) states that the
attitude towards behavior and subjective norm
explain
behavioral
intention.
Attitude
is
described as positive or negative feelings about
some object (Fishbein & Ajzen). Subjective norm
is “the person’s perception that most people who
are important to him think he should or should
not perform the behavior in question” (Fishbein
& Ajzen, p. 302).
Theory of Planned Behavior (TPB), which is
shown in Figure 1, was set forward by
Ajzen(1985) and is an extension of TRA.
Perceived behavioral control was added to the
behavioral intention and the attitude towards
behavior constructs in order to reflect one’s
belief of easiness or difficultness of performing a
certain behavior (Hernandez & Mazzon, 2007).
Subjective norms are formed by normative
beliefs (an individual’s most important beliefs)
on whether certain group of important people
(such as peers, superiors, teachers, etc.) think
that he/she should perform a behavior (Seyal &
Turner, 2013). The study by Hazari, Hargrave,
and Clenney (2008) indicated that attitudes,
subjective norm, and perceived behavioral
control impact information security awareness.
IT literature uses various labels such as
normative commitment and social influence for
subjective norm constructs. However, each of
these constructs has the notion that that one’s
behavior is impacted by what important others
expect one to do (Herath & Rao, 2009). In
organizational setting the important others can
be peers, co-workers, managers, and superiors.
Goo, Yim, and Kim (2014) define normative
commitment as the perceived obligation or
social pressure to behave according to an
organization’s
expectations.
“Normative
commitment is a crucial trigger for individual’s
self-monitored and self-adjusted behaviors,
which corrects an individual’s security avoidance
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when recognizing a deviation from what others
do with the security guidelines.” (Goo, Yim, &
Kim, 2014, P. 294). Normative commitment
should be used to enhance employee’s
compliance intention to security policies rather
than stopping security avoidance (Goo, Yim, &
Kim).

the area of information security. In this paper,
18 research studies from IS security behavioral
publications on subjective norm were compared.
Then suggestions were made for common
description and measures of subjective norm in
information security.

Based on the Unified Theory of Acceptance and
Use of Technology (UTAUT) by Venkatesh,
Morris, Davis, and Davis (2003); Lewellen,
Hooper, and Oliver (2014) further defined social
influence as how much a person perceives that
important others think he should use a new
system.
Social influence was defined as a
broader term encompassing subjective norm,
social factors, and image. Subjective norm,
social factors, and image; each express the
same explicit or implicit notion that an
individual’s behavior is influenced by his
perception of how others view him in having
used the technology (Lewellen, Hooper, &
Oliver).
Empirical research findings indicate that
subjective
norm
significantly
influence
behavioral intention (Cheng, Li, Li, Holm, & Zhai,
2013; Dinev, Hu, & Yayla,2009; Flores &
Ekstedt, 2012; Karahanna, Straub, & Chervany,
1999; Mussa & Cohen, 2013; Taylor & Todd,
1995; Venkatesh & Davis, 2000; Venkatesh,
Morris, Davis, & Davis, 2003). On the other
hand, statistically insignificant relationship
between subjective norm and behavioral
intention have also been reported (Godlove,
2012; Mathieson, 1991; Pavlou & Fygenson,
2006 ).
Several researchers have inquired about
common and concrete security measures
(Herath, Herath, & Bremser, 2010; Lebek, Uffen,
Breitner, Neumann, & Hohler, 2013; Lewellen,
Hooper, & Oliver, 2014). Herath, Herath, and
Bremser inquired about the common IT security
measures. Lebek, Uffen, Breitner, Neumann, and
Hohler deemed necessary concrete measures to
affect employee’s security awareness and
behavior. Lewellen, Hooper, and Oliver noted
the importance of having improved measures of
the impacts of social norms and culture on
technology adoption and use.
Although there are several studies that have
investigated subjective norm and its effect on
information security, there is no study that
synthesizes the previous research in order to
come up with the most commonly used
description and measures for subjective norm in

Figure 1. Theory of Planned Behavior
3. METHOD
The topic and title field tags in ACM, IEEE,
EBSCO Host, ProQuest, Inspec (Thomson
Reuters) and the searchable database fields
title, author supplied keywords, and abstract in
SpringerLink,
and
Wiley
Online
Library
databases were searched for terms “information”
“security” and “subjective norm”. A total of 21
high quality articles were obtained. Three of the
articles (Cox, 2012; Godlove, 2012; and
Seymour & Nadasen, 2007) did not include
description and measures for subjective norm.
The remaining 18 articles were analyzed for the
most commonly used subjective norm definition
and measures.
4. FINDINGS
Description for subjective norm
Comparison of the descriptions for subjective
norm from the reviewed research on subjective
norms and information security indicates that
the most common description used was the
description originally set forth by Fishbein and
Ajzen (1975), which is: “the person’s perception
that most people who are important to him think
he should or should not perform the behavior in
question”. Subjective norm definitions that were
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found in the reviewed research are listed in
Table 1.
Measurement
The review of the research on subjective norm
and information security showed that they were
performed in various dimensions. Among the
research dimensions were: Internet security, IS
security policy, handling sensitive information,
and password management. Most of the survey
questions that were used in various research
studies were adapted from prior research. Table
2 contains all the subjective norm survey
questions and the associated dimensions. After
studying the questions in Table 2, some
commonality was found among the questions
with various dimensions. These common
questions were then generalized and presented
in Table 3. Therefore, Table 3 contains a list of
various types of questions that were used in
measuring subjective norm for information
security. A conceptual model is provided in
Figure 2 that shows how the measures shown in
Table 3 can be utilized to assess subjective norm
of employees of an organization. Training and
education which is designed based on the
employees the subjective norm assessment will
enhance information security intention of
employees. Employees subjective norm should
be periodically assessed and the steps shown in
Figure 2 repeated.
5. CONCLUSION
The information system users are primary
contributors to the security of information
systems (Shava & Van Greunen, 2013; Cheng,
Li, Li, Holm, & Zhai, 2013). As users can be a
threat to security, they also can be a valuable
resource in building quality security efforts
(Abraham, 2011).
In order to motivate good security behavior,
factors that affect security behavior need to be
studied. Behavioral information security research
indicates that subjective norm has significant
effect on behavioral intention which greatly
impacts intended behavior (Cox, 2012; Dinev,
Hu, & Yayla,2009; Herath & Rao, 2009; Ifinedo,
2012; Ifinedo, 2014; Karahanna, Straub, &
Chervany, 1999; Mussa & Cohen, 2013; Taylor &
Todd, 1995; Venkatesh & Davis, 2000;
Venkatesh, Morris, Davis, & Davis, 2003).
Although there are several studies that have
investigated subjective norm and its effect on
information security, there was no study that
synthesized the previous research in order to

come up with the most commonly used
description and measures for subjective norm in
the area of information security. In order to
operationalize the previous research findings
with the goal of reducing security breaches, the
most commonly used description and measures
for subjective norm were needed. Having the
most commonly used description and measures
for subjective norm in the area of information
security can be utilized to devise a method to
manage and control information users’ security
behavior.
To obtain a common definition for subjective
norm in the area of information security, 18
articles were reviewed. It was found that other
terms (e.g., normative commitment and social
influence)
are
interchangeably
used
for
subjective norm. A common definition for
subjective norm was obtained based on this
review. A list of questions which were used to
measure subjective norm were also identified
(listed in table 3). A list of all questions with
their survey dimensions are listed in Table 2,
which can be used as a guideline by practitioners
for survey design in order to assess subjective
norm of their employees in their organization. A
conceptual model was presented that shows how
to operationalize the findings from this study
(Figure 2).
From the research point of view, this paper
offers the most commonly used definition and
measures for subjective norm which could be
used in future behavioral information security
research. From the practical point of view, this
research contributed to further understanding of
information security, subjective norm, and its
measures that can be used for managing
security behavior in organizations.
The most commonly used definition for
subjective norm and the questions used for
measuring it can be used by information security
professionals to design their own survey to
measure the subjective norm in the area of
information security for employees of an
organization. Previous research has shown that
subjective norm has a significant impact on
employees’ information security behavior. The
result of the conducted survey in an organization
can assist management in developing programs
to measure and influence employees’ subjective
norm for information security and in managing
information security more effectively.
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This paper addressed only one factor, subjective
norm, that affects behavioral intention. There
are many other factors that affect behavioral
intention, including attitude and perceived
behavioral control, which were not discussed in
this paper. It is hoped that other factors will be
address by future research.
Future research will synthesize a common
definition and measures for perceived behavioral
control (Theory of Planned Behavior, Ajzen,
1985). Perceived behavioral control was added
to the behavioral intention and the attitude
towards behavior constructs in order to reflect
one’s belief of easiness or difficultness of
performing a certain behavior (Hernandez &
Mazzon, 2007).

Cheng, L., Li, Y., Li, W., Holm, E., & Zhai, Q.
(2013). Understanding the violation of IS
security
policy
in
organizations:
An
integrated model based on social control and
deterrence
theory.
Computers
&
Security, 39, 447-459.
Cox, J. (2012). Information systems user
security: A structured model of the knowingdoing gap. Computers in human behavior,
28, 1849-1858.
Crossler, R., & Belanger, F. (2014).
An
extended perspective on individual security
behaviors: Protection motivation theory and
a
unified
security
practices
(USP)
instrument. The Data Base for Advances in
Information Systems, 45(4), 51-71.

This and future research attempts to define
common definitions and measures for factors
that previous research has indicated to have
significant impact on information security
behavior intention. These common definitions
and measures can be used by various
organizations to measure factors that contribute
to users’ information security behavior based on
Theory of Planned Behavior, which may result in
more effective management of organizational
information security behavior.
The findings of this paper and the proposed
conceptual model will also need to be empirically
tested by future research.

Das, S., Kramer, A. D. I., Dabbish, L. A., &
Hong, J. I. (2013). Increasing security with
social proof: a large-scale experimental
confirmation. Proceedings of the 21st ACM
Conference
on
Computer
and
Communications Security ( CS’14), 739-749.
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APPENDIX
Subjective Norm Definitions
subjective norm is the perception of an individual regarding
how people who are important in that individual’s life would
feel about certain behavior.
Subjective norms refer to the perceived social pressure to
perform (or not perform) the behavior in question.
Subjective norm refers to a person's perception that most
people who are important to him or her think he or she
should or should not perform the behavior in question.
Subjective norm is a person’s perception of the social
pressure to perform or not perform the behavior in question.
One’s perception of the social pressure to perform or not
perform the behavior in question.
Normative Commitment:
The perceived obligation or social pressure to behave
according to an organization’s expectations.
Subjective norm is the influence of others and social pressure
that may lead to performing a behavior.
Subjective norm is the belief as to whether or not a
significant person wants the individual to perform the
behavior in question.
Subjective norm is the “perception that most people who
really matter to the individual think that he either should or
should not perform the behavior in question”
Subjective norms describe an individual’s perception of what
people important to them think about a given behavior.
Subjective norms describe an individual’s perception of what
people important to them think about a given behavior.
Subjective norm: Perceptions that most important others
think one should perform the behavior.
No Description provided.
Subjective Norm: “the person’s perception that most people
who are important to him think he should or should not
perform the behavior in questions.”
Social influence: “the degree to which an individual perceives
that important others believe he or she should use the new
system”
Subjective norm reflects the perceived opinions of referent
others.
Normative belief is an individual’s perception of a referent
other’s opinion about the individual’s performance of a
behavior.
A referent other is a person or group whose beliefs may be
important to an individual.
Not provided.
Subjective norm is an individual’s perception
of whether most people important to that person think
that he or she should or should not perform the behavior in
question.
Subjective norm refers to the perceived social pressure to
perform or not perform the behavior.

Research Paper
Cheng, Han, & Song (2011)
Cheng, Li, Li, Holm, & Zhai
(2013).
Dauda, Santhapparaj,
Asirvatham, Raman (2007)
Dinev & Hu (2007).
Dinev, Hu, & Yayla (2009).
Goo, Yim, & Kim (2014).
Hazari, Hargrave, & Clenney
(2008)
Herath & Rao (2009)
Hernandez & Mazzon (2007).
Ifinedo (2012)
Ifinedo(2014)
Lankton, McKnight, &
Thatcher (2012).
Lee & Rao (2012).
Lewellen, Hooper, & Oliver
(2014).

Liao, Luo, Gurung, & Li
(2009).

Mussa & Cohen (2013).
Seyal & Turner (2013).

Woon & Kankanhalli (2007)

Table 1. Subjective Norm Definitions
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Dimension

Subjective Norm Measures

Online shopping –
Security

. In my immediate social environment, the Internet is frequently used.
. In my immediate social environment, attitudes toward Internet shopping are mainly positive.
. In my immediate social environment, people have bought products or services over the
Internet.
. In my immediate social environment, people have bought products or services using the
company’s interactive online system.
. My immediate supervisor believes that I shouldn’t violate the organization’s IS security policy.
. My co-workers believe that I shouldn’t violate the organization’s IS security policy.
. My organization believes that I shouldn’t violate the organization’s IS security policy.
. My family believes that I shouldn’t violate the organization’s IS security policy.
Survey questions not provided.

IS Security Policy

E-commerce security
in Internet banking

User behavior toward
protective
technologies
(information
technologies that
protect data and
systems from
disturbances such as
viruses, unauthorized
access, disruptions,
spyware, and others)
Online advertising

Information Security
Policy

Home computing
security

IS security policies

Internet banking

Information Security
Policy

Information Security
Policy
Social networking
Web site

E-government

Technology
acceptance

. Most people who are important to me think it is a good idea to clean spyware from my
computers.
. Most people who are important to me think it is a good idea to prevent spyware from running
on my computer.

. People who are important to me think that our company should place ads on search engines.
. People who are influential to me think that it is good for our company to place ads on search
engines.
. My peers in other companies think that it is a good idea to market goods and services through
placing ads on search engines.
. Top management thinks I should follow organizational IS security policies.
. My boss thinks that I should follow organizational IS security policies.
. My colleagues think that I should follow organizational security policies.
. People who influence my behavior would think that I should follow organizational IS security
policies.
.People who are important to me would think that I should follow organizational IS security
policies.
. My friends/family would think highly of me if they knew I maintain security on my computer.
. I recommend to my friends/family that they should use security programs on their computers.
.When browsing the Internet I use security on my computer because I have heard from others
it is the proper thing to do.
. Top management thinks I should follow organizational IS security policies.
. My boss thinks that I should follow organizational IS security policies.
. My colleagues think that I should follow organizational IS security policies.
.The information security department in my organization thinks that I should
follow organizational IS security policies.
. Computer technical specialists in the organization think that I should follow
organizational security policies.
.I believe other employees comply with the organization IS security policies.
. I am convinced other employees comply with the organization IS security policies.
.It is likely that the majority of other employees comply with the organization IS security
policies to help protect organization's information systems.
Survey questions not provided.

. My boss thinks that I should follow the organization’s ISSP (IS Security Policy)
. My colleagues think that I should follow the organization’s ISSP
. My organization’s IT department pressures me to follow the organization’s ISSP
. My subordinates think I should follow the organization’s ISSP
. My boss thinks that I should follow the organization’s ISSP
. My colleagues think that I should follow the organization’s ISSP
. My subordinates think I should follow the organization’s ISSP
.People who influence my behavior think that I should use MySNW.com.
.People who are important to me think I should use MySNW.com
.My friends think that I should use MySNW.com.
. Most Americans will rely on the Web site of the FBI for information about the biochemical
events.
. Most Americans will use the Web site of the FBI to report the information.
Subjective Norm / Social Influence
. People who influence my behavior think that I should use the system.

Research
Paper
Cheng, Han, &
Song (2011)

Cheng, Li, Li,
Holm, & Zhai
(2013)
Dauda,
Santhapparaj,
Asirvatham,
Raman (2007)
Dinev & Hu
(2007)

Dinev, Hu, &
Yayla (2009)

Goo, Yim, &
Kim (2014)

Hazari,
Hargrave, &
Clenney
(2008)
Herath & Rao
(2009)

Hernandez &
Mazzon
(2007)
Ifinedo (2012)

Ifinedo(2014)

Lankton,
McKnight, &
Thatcher
(2012)
Lee & Rao
(2012)
Lewellen,
Hooper, &
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Workplace Internet
use

Access control in
healthcare

Biometric user
authentication in
government
Secure development
of applications

. People who are important to me think that I should use the system.
. The senior management of this organization support the use of the system.
. In general, the organization has supported the use of the system.
. I use the system because many of my co-workers also use the system.
. People in my organization who use the system are more highly regarded than those who do
not.
. People in my organization who use the system are more dependable than those who do not.
. People in my organization who regularly use the system acquire a higher profile.
. Using the system increases my chances of getting recognition in the workplace – e.g.,
contributes to promotion chances.
. Placing my documents in the system – where other people may view them – may positively
affect my reputation.
. If I committed Internet misuse, most of the people who are important to me would
approve/disapprove.
. Most people who are important to me would/would not look down on me if I committed
Internet misuse.
. No one who is important to me thinks it is/is not okay to commit Internet misuse.

Oliver (2014)

Items measuring TPB (Theory of Planned Behavior) construct for password
management:
. People whose opinions I value would approve of me reusing my passwords.
. People who are important to me would agree that keeping my passwords secret is good
practice.
. People who are important to me would agree that using strong passwords is good practice.

Mussa &
Cohen (2013)

Items Measuring TPB Constructs for Careful Handling of Sensitive Information:
. People who influence my behavior would think that logging out of applications containing
patient health or sensitive medical center information before leaving a computer/workstation is
good practice.
. People who are important to me would agree that following the medical center’s guidelines
regarding disposal of media (e.g., paper, flash drives, etc.) containing patient information is
good practice.
. People who influence my behavior would think that unauthorized disclosure of sensitive
medical center information is not good practice.
. People who are important to me encourage use of biometric.
. People with whom I work with use biometric technology.
. People who influence my behavior would think that I should use the biometric equipments.
. People who are important to me would think that I should use the biometric technology.
. People who influence my behavior think that I should practice SDA (Secure Development of
Applications).
. People who are important to me think that I should practice SDA.
. People whose opinions I value prefer that I practice SDA.

Liao, Luo,
Gurung, & Li
(2009)

Seyal &
Turner (2013)

Woon &
Kankanhalli
(2007)

Table 2. Subjective Norm Measures’ dimensions
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Common Subjective Norm Measures
. My immediate supervisor believes that I should /shouldn’t …….
. Top management thinks that …….
. My boss thinks that …….
. My colleagues think that …….
. My co-workers believe that I should/shouldn’t …….
. My organization believes that I should/shouldn’t …….
. My peers in other companies think …….
. My subordinates think …….
. The information security department in my organization …….
. Computer technical specialists in the organization …….
. I believe other employees ……...
. I am convinced other employees…….
. It is likely that the majority of other employees …….
. People in my organization who perform ……. Are more highly
regarded than those who do not.
. People in my organization who perform ……. Are more dependable
than those who do not.
. People in my organization who regularly do ……. Acquire a higher
profile.
. Doing ……. Increases my chances of getting recognition in the
workplace – e.g., contributes to promotion chances.
. Doing ……. May positively affect my reputation.
.
.
.
.
.
.
.

My family believes that I should/shouldn’t …….
My friends think that …….
People who are important to me think …….
People whose opinions I value …….
People who are influential to me think …….
I have heard from others that …….
Most Americans will rely on or use …….

Table 3. Subjective Norm Measures
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Figure 2. Conceptual model for applying Subjective Norm measures to induce
positive employee behavior in organizations.
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